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1 Discrete Logarithms in Class
Groups

There is a large family of practically
used (or usable) public key cryptosys-
tems that rely on crypto primitives based
on hard computational problems in eas-
ily “implemented” groups.1

In this section we shall concentrate to
the Discrete Logarithm Problem
(DLP) in groups G whose order is di-
vided by a large prime number `.
The most important source for finding
G are ideal or divisor class groups at-
tached to curves C over finite fields Fq.

1This includes RSA.
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1.1 DL-systems in Class Groups

O an integral domain with quotient field
F .
A ⊂ F is an O-ideal
i.e. there is an element f ∈ F ∗ with
fA an ideal of O.
The invertible ideals form the ideal group
of O.
Its quotient group modulo principal ideals
is denoted by Pic(O).
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Find suitable rings O such that for a
large prime `

• Z/` can be embedded into Pic(O)

• the elements in Pic(O) can be de-
scribed in a compact way

• the composition in the ideal class group
has complexity O(log(`)).
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1.2 Ideal Classes of Function Rings

We study one type of rings:
O the ring of holomorphic func-
tions
of an (affine) curve CO defined over a
finite field Fq with q elements.
In general we allow singularities (leads
to tori) as well as “missing points” (lo-
calizations).
By the theory of Generalized Jaco-
bians and using the Approximation
Theorem we relate the Picard groups
of such rings to the divisor class groups
of the projective non singular curve C
attached to CO and so to the points of
the Jacobian variety JC of C.
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We can extend scalars and interpret CO
as curve defined over Fq with correspond-
ing ring of holomorphic functions O.
The Galois group of Fq acts on func-
tions, ideals and ideal classes in a nat-
ural way.
We have the exact sequences of Galois
modules

1 → PrincO → I(O) → Pic(O) → 0

.
Observation and Warning: In this
general setting it is not true that by
taking Galois invariant elements this se-
quence yields the corresponding sequence
of ideal groups attached to O.
To see what is happening, and to con-
nect the sequence with Brauer groups
one has to use Galois Cohomology.
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2 Cohomology

2.1 Notations and Definitions

Let G be a (pro-)finite group.

Example 2.1 K be any field, Ks its
separable closure
G := GK = AutK(Ks) its absolute
Galois group.

All maps from G into another topologi-
cal space M will be assumed to be con-
tinuous with respect to the Krull topol-
ogy on G. From now on we assume that
M has the discrete topology.
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2.1.1 The relevant cohomology groups

H0(G,M) := MG =

{m ∈ M ; σm = m for all σ ∈ G}.
Definition 2.2 1-cocycles are maps

c1 : G → M

with

c1(στ ) = c1(σ) + σc1(τ ).

1-coboundaries are maps

b1 : G → M

with
b1(σ) = σ ·m−m

for a fixed m ∈ M and for all σ ∈ G.

H1(G,M) = {1−cocycles}/{1−coboundaries}
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2-cocycles are maps

c2 : G×G → M

with

σc2(τ, µ)−c2(στ, µ)+c2(σ, τµ)−c2(σ, µ) = 0.

2−coboundaries are maps

b2 : G×G → M

such that there exists

f : G → M

with

b2(σ, τ ) = σf (τ )− f (στ ) + f (σ).

H2(G,M) = {2−cocycles}/{2−coboundaries}
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Let U be a closed subgroup of G.
Every G-module M is in a natural way
a U -module.
By restricting cocycles one gets
restriction homomorphisms

resU : Hn(G,M) → Hn(U,M).

If U is a normal subgroup we have the
inflation map induced by the quotient
map

infG/U : Hn(G/U,MU ) → Hn(G,M).

Example 2.3 We can compute coho-
mology groups of GK acting on M by
computing the cohomology groups of
the finite quotients G(L/K) of GK
acting on MGL and then using the
inflation map.
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2.2 The Long Cohomology Sequence

Assume that

0 → A
α→ B

β→ C → 0

is an exact sequence of G-modules.
For n ≥ 0 the maps α resp. β induce
(by composition with cocycles) homo-
morphisms αn : Hn(G,A) → Hn(G,B)
resp.
βn : Hn(G,B) → Hn(G,C).
There is an explicitly given “boundary
map” δn : Hn(G,C) → Hn+1(G,A).
FACT

. . . Hn(G,A)
αn

→ Hn(G,B)
βn

→ Hn(G,C)

δn

→ Hn+1(G,A)
αn+1

→ Hn+1(G,B) → . . .

is exact.
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3 The Lichtenbaum Pairing

O resp. O are defined as above but as-
sociated to curves over arbitrary K.
Assume first that CO regular and
C \ CO = {P∞}.
From

1 → (F ) → I(O) → Pic(O) → 0

we get

0 = H1(GK, I(O)) → H1(GK, Pic(O))

δ1

→ H2(GK, (F )).
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Explicit description:
Take c ∈ H1(GK, Pic(O)) and repre-
sent it by a cocycle

ζ : GK → Pic(O) with ζ(σ) = D̄(σ)

D(σ) ∈ D̄(σ) ∈ Pic(O).

The ideal

A(σ1, σ2) = (σ1D(σ2))·D(σ1)·(D(σ1·σ2))
−1

is a principal ideal (f (σ1, σ2)) and δ1(c)
is the cohomology class of the 2−cocycle

γ : (σ1, σ2) 7→ (f (σ1, σ2)).

We have some choices.
As result we can assume that the func-
tion f (σ1, σ2) has neither zeros nor poles
in finitely many given points P ∈ C.
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Definition 3.1 The Lichtenbaum pair-
ing

TL : Pic(O)×H1(GK, Pic(O)) → H2(GK, K∗
s )

is defined in the following way:
Choose A :=

∏
P∈CO

m
zP
P ∈ D̄ ∈

Pic(O) of degree 0 and
c ∈ H1(GK, Pic(O)) such that δ1(c)
is presented by a cocycle (f (σ1, σ2))
prime to A.
Then TL(D̄, c)is the cohomology class
of the cocycle

ζ(σ1, σ2) =
∏

P∈C\P∞
f (σ1, σ2)(P )zP

in H2(GK, K∗
s ).

Overcoming some technical problems one
gets in the general case, too:

TL : Pic(O)×H1(GK, P ic(O) → H2(GK, K∗
s ).
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4 p-adic Lifting

We want to apply the pairing to the sit-
uation in section 1.2, i.e. O is the ring of
holomorphic functions of an affine curve
over a finite field Fq.
We encounter two difficulties:

• over any field K the first cohomol-
ogy group of tori is trivial (Hilbert
90), and so we do not get a non-
trivial pairing on the torus part of
Generalized Jacobians reflecting the
singularities

•H2(GFq
,Fq

∗
) = 0.

We have to replace finite fields by local
fields K with residue field Fq, maximal
ideal mp and normalized valuation wp.
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Lifting of curves:
O is the ring of holomorphic functions
of an affine curve CO defined over Fq

with corresponding projective curve C
of genus g0. We assume that CO has
only ordinary double points in the set
S (regarded as point set on the desin-
gularisation) as singularities, and that a
set T∞ of points are “missing” on CO.

Fact 4.1 1. ∃Cl/K and T∞l ⊂ (Cl(Ks)
with

• g(Cl) = g0+ | S | −1.

• Cl \ T∞l mod mK = CO.

• T∞l is GK-invariant and mapped
bijectively to T∞.
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2. Ol:=ring of holomorphic functions
on Cl \ T∞l

Õ its normalization
n prime to q.

• Pic(Ol)/[n]Pic(Ol) is canonically
isomorphic to Pic(O)/[n]Pic(O).

• ∃ a torus TS/K of dimension
| S | −1 and an exact sequence

1 → T l
S(UK)/(T l

S(UK))n →
Pic(Ol)/[n]Pic(Ol) → Pic(Õ)/[n]Pic(Õ)

→ 0 with UK the units of K

.

SO: Fact 4.1 enables us to lift all crypto
systems based on ideal classes of curves
over finite fields to such systems over
local fields.
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Interesting examples: Mumford curves.

Example 4.2

CO : Y 2 + XY = X3/Fq

We have T∞ = {(0, 1, 0)}. There is
one singular point (0, 0) on CO cor-
responding to 2 points on the desin-
gularization
So Pic(O) ∼= F∗q.
K local field with residue field Fq and
uniformizing element π.
Then

Cl := E : Y 2 + XY = X3 + π

is a Tate elliptic curve with reduction
C and period Q with wp(Q) = 1.
E(K) ∼= K∗/ < Q >∼= UK.
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4.1 Theorem of Tate-Lichtenbaum

Let K be a local field, CO an affine reg-
ular curve over K with ring of holomor-
phic functions O.

Theorem 4.3 (Tate, Lichtenbaum)
For every natural number n the pair-
ing

Tn : Pic(O)/nPic(O)×H1(GK, P ic(O))[n]

→ H2(GK, K∗
s )[n]

(with Tn induced by the Lichtenbaum
pairing TL)
is not degenerate.
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5 Brauer Groups

5.1 Definition

Let K be a field.

Definition 5.1 The Brauer group of
K is the cohomology group H2(GK, K∗

s ).
It is denoted by Br(K). The elements
of Br(K) with order dividing n are
denoted by Br(K)[n].
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5.2 Cyclic Algebras

Assume that L/K is cyclic extension of
degree n.
H2(G(L/K), L∗) consists of classes of
cyclic algebras with 2-cocycles given in
the following way:
Let σ is a generator of G(L/K) and
take a in K∗.
The map fσ,a : G×G → L∗, given by

fσ,a(σi, σj) =

{
a : i + j ≥ n
1 : i + j < n

The cocycles fσ,a and fσ,a′ are in the
same cohomology class if and only if
a · a′−1 ∈ NL/KL∗. We denote the
corresponding class of cyclic algebras by
(σ, a ·NL/KL∗).
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5.3 Brauer Groups of Local Fields

K a local field with residue field Fq .

5.3.1 The Tamely Ramified Case

Let Ln a totally ramified cyclic exten-
sion Ln of degree n of K. We remark
that this implies that K contains the n-
th roots of unity.
Let τ be a fixed generator of G(Ln/K).
Since K∗NLn/K(L∗) ∼= F∗q/F∗nq

elements c ∈ H2(G(Ln/K), L∗n) are de-
termined by elements in F∗q/F∗nq .
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It is worthwhile to state a consequence.

Proposition 5.2 Let n be a natural
number dividing q − 1.
The discrete logarithm in the group of
elements of order dividing n in ideal
class groups attached to curves over
Fq is transferred by the Tate-Lichtenbaum
pairing to the discrete logarithm in
F∗q/F∗nq .
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5.3.2 The Unramified Case:Invariants

Let Lu be the unique unramified exten-
sion of K of degree n.
G(Lu/K) has as canonical generator a
lift of the Frobenius automorphism φq

of Fq.

c ∈ H2(G(Lu/K), L∗u) is canonically
given by (φq, a ·NLu/K(L∗u)).
Since

K∗/NLu/K(L∗u) ∼=< π > / < πn >

the class of c is uniquely determined by
wp(a) mod n.

Definition 5.3 wp(a) ∈ Z/nZ is the
invariant invK(c) of c.
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The key result of local class field theory
is:

Theorem 5.4 Every element of c in
Br(K)[n] is given by a cyclic algebra
split by Lu. So we can associate to c
(resp. A) its invariant and we get an
isomorphism

invK : Br(K)[n] → Z/n.

Corollary 5.5 Assume that Ln is tamely
ramified and cyclic of order n. Then

H2(G(Ln/K), L∗n) = Br(K)[n]

= H2(G(Lu/K), L∗u)
invK→ Z/n.
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RESULT:
The discrete logarithm in Br(K)[n] would
be trivial if we could compute invari-
ants.
However, it turns out that even for cyclic
algebras this is equivalent to computing
the discrete logarithm in Fq.
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6 Globalization of Brauer Groups

6.1 The Local-Global Relation

We go one step further and extend local
fields to global fields.

So let K be a global field, i.e. K is ei-
ther a finite algebraic extension of Q or
a function field of one variable over a
finite field Fq.

Let p be a non-archimedean place of K
with normalized valuation wp.
Let Kp be the completion of K with
respect to p. Its Galois group Gp can
be identified with a subgroup of GK ,
namely the decomposition group of an
extension p̃ of p to Ks.
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Restrictions maps to Gp are denoted by
ρp.

For c ∈ Br(K) define invp(c) := inv(ρp(c)).

Sequence of Hasse-Brauer-Noether:

Theorem 6.1 Let K be a global field
and n ∈ N odd and prime to char(K).

0 → Br(K)[n]
⊕p∈ΣK

ρp−→
⊕

p∈ΣK

Br(Kp)[n]
Σp∈ΣK

invp−→ Z/n → 0

is exact.
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We shall use an obvious consequence:

Corollary 6.2 Let m be an ideal (m =
OK allowed) in OK, the ring of inte-
gers of K. We assume that there is a
cyclic extension L of odd degree n of
K which is unramified outside of the
set Tm of prime ideals dividing m.
Let τ be a generator of G(L/K). For
p /∈ Tm let φp be a Frobenius auto-
morphism at p in G(L/K). By fp we

denote a number for which τfp = φp
holds. For all elements a ∈ K∗ we
have

∑

p∈Tm

invp(A)p ≡ −

∑

p/∈Tm

wp(a))fp mod n




where wp is the normalized valuation
in p and A is the cyclic algebra (τ, a).
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6.2 Application to Ring Class Num-
bers

Assume that the ideal m of OK is given
in a way which gives no information about
the prime ideals dividing it. For simplic-
ity we assume that m is square free .
We want to compute h(m), the order of
the ideal class group of the order in K
with conductor m.
Km := {a ∈ K; wp(a− 1) ≥ 1}
for all p ∈ Tm.
Define the linear equation

La :
∑

p∈ΣK\Tm

wp(a)Xp = 0.
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Proposition 6.3 Take any subset

R ⊂ Km

and an odd prime number `.
If ` | h(m) then the system of linear
equations

LR
given by

{La; a ∈ R}
has a non-trivial solution modulo l.
Assume that we find R such that the
number of variables Xp occurring with
non-zero coefficient in at least one of
the equations in LR is equal to the
rank of LR.
Then l divides the determinant of the
system.
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Example 6.4 Take K = Q, m ∈ N.
Assume that ` | ϕ(m).
Let L be an extension of degree ` over
Q in Q(ζm). We choose a random
number k prime to m and take the
generator σ of G(L/K) induced by
the exponentiation of ζm by k.
Let fp such that kfp ≡ p mod m.
For a =

∏
pnp Theorem 6.1 yields∑

p|m
invpA+

∑

gcd(p,m)=1

npfp ≡ 0 mod `

(1)
Assume moreover that a = r/s with
r, s ∈ Z and gcd(r, s) = 1 such that
m | (r − s). Then∑

gcd(p,m)=1

npfp ≡ 0 mod `. (2)
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6.3 Computation of the Classical
DL

Let m = p0 be a prime ideal of OK with
residue field Fq and assume that there
is a cyclic extension of K of degree `
totally ramified at p0.
Let ζ and ζ1 be two `-th roots of unity
in Fq that are the reduction modulo p0
of two integers a and a1 in OK .

Proposition 6.5 Let k ∈ Z. Then
ζk = ζ1 if and only if

k


 ∑

p∈ΣK\{p0}
fpwp(a)




≡
∑

p∈ΣK\{p0}
fpwp(a1) mod `.
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6.4 Description of Cyclic Exten-
sions

One of the main goals of algebraic num-
ber theory is the description of exten-
sion fields L of global fields K by ob-
jects defined over K. The most popu-
lar way to do this by giving polynomi-
als fails if the degree of L is large.If we
could compute for an extension L and
a given prime p of OK the number fp

in an effective way for enough (good es-
timate? ) p we would have a very satis-
fying description of the arithmetic of L.
It would be much finer than a descrip-
tion of the splitting behavior of primes
in L which alone characterizes L.
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7 Index-Calculus in Global Brauer
Groups

The results of the previous sections mo-
tivate the search for algorithms to deter-
mine the numbers fp which characterize
the Frobenius automorphisms at places
p of K related to cyclic extensions with
conductor dividing an ideal m.
A possible method to do this (with subex-
ponential complexity) is an index-calculus
algorithm of the type one is used to see
in factorization algorithms.
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7.1 Example: K = Q

Take K = Q. The congruence (1) can
be seen as solution of a system of linear
equations relating the variables fp for p
prime to m and invp(A) for p | m.
We want to use numbers a with wq(a) 6=
0 only for q < B. Let d be the smallest
number ≥ √

m.
For small δ take a1(δ) := d+δ, a2(δ) :=
c0 + 2δ · d + δ2 with c0 = d2 −m.

Lδ :
∑

p∈P
(2wp(a1(δ))−wp(a2(δ)))Xp = 0.

Now look for δ ∈ L (using sieves) such
that both a1(δ) and a2(δ) are B-smooth.
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8 Relations related to Abelian
Varieties

The following is partly work in progress
and mostly wishful thinking.

8.1 Finding Sparse Relations

Assume that we have a Jacobian variety
A (e.g. an elliptic curve) over a global
field K with a point P ∈ A(K) and
that we have an element ϕ ∈ H1(GK, A(Ks))[`].
Then T`(P, ϕ) is an element in Br(K)[`]
which is very sparse.
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At all places p prime to ` · cond(A) at
which a splitting field L of ϕ is unram-
ified or at which the reduction of P lies
in `A(Kp) the value of the local pairing
is 0. Hence∑

p∈S

invp(T`(P mod `A(Kp), ϕ) = 0

with

S = {p; p | ` · cond(ϕ) · cond(A)}
∩{p; P /∈ `A(Kp)}.

Candidates for manageable A are ellip-
tic curves with complex multiplication.
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8.2 Lifting Local Pairings

Assume that we have Ap over Kp and
ϕp ∈ H1(Gp, Ap(Kp,s)) and we want
to compute the relative DL of two points
Pp, Qp.
We can try to lift the local data to global
ones. If we succeed we have kind of “co-
homological Xedni-algorithm”.
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8.2.1 A Challenge for Heuristics

Assume that E is a CM-curve over Q
with two points P,Q ∈ E(Q).
Assume that < P, Q > mod `E(Q`)
is cyclic and that modulo a prime p the
order of < P, Q > mod `E(Qp) is `.
Assume that [Fp(ζ`) : Fp] = l − 1 (the
“anti-MOV-case”).
Let P` be a point of order ` of E which
is not rational overQp, and assume that
the class number of Q(P`) is prime to `
(cf. Kummer regularity).
Then

P−kQ ∈ `E(Qp) iff P−kQ ∈ `E(Q`).

Question 8.1 How often can this
situation occur?
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